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Introduction 
Mobile technology has become so prolific, it’s hard to imagine life without a device in constant 
reach. In 2017, Forrester reported that the number-one driver of an employee’s engagement 
at work was enabling their ability to get work done. A growing majority of the workforce is 
positioned to benefit from smartphone and tablet usage — whether by streamlining tasks to 
work more efficiently, or granting access to critical information on-demand, or even fostering 
better communication and collaboration. The modern, mobile workforce is here. But realizing 
its full potential means modernizing how we manage mobility as well. 

In 2019, TRUCE Software commissioned a study with 
Forrester Consulting on the topic of mobile technology 
in the workplace. The study looked at how organizations’ 
management of mobility programs, including their 
policies, affected the adoption and success of mobility 
in the workplace, with a specific focus on industries with 
field-based workforces and/or high regulatory standards. 

IDC estimated that the mobile worker 
population will jump from 78.5 million in 

2020 to 93.5 million in 2024  

The study found that, overall, mobility often falls short 
for both employers and their employees. From increased 
safety concerns to growing employee dissatisfaction 
and turnover, 82% of organizations said they had 
experienced negative business consequences as a 
result of their mobility policies.1

Despite this, demand for mobility in the workplace 
only continues to grow. IDC estimated that the mobile 
worker population will jump from 78.5 million in 2020 
to 93.5 million in 2024 — nearly 60% of the entire U.S. 
workforce.2 Mobility is only growing more important 
every year. 

But mobile technology may not deliver the intended 
benefits in all situations. Ask any leader if mobile devices 
help or hinder the workplace and, more often than not, 
they’ll say that it depends on who is using it, what they  
are trying to do, and what’s going on around them at 
the time they are using the device. That’s because using 
a mobile device in some environments can introduce 
unnecessary risk to the worker or the workplace. 
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More organizations are embracing mobile devices to replace legacy 
workflows, and this shift requires a nuanced balance between 

creating an exceptional user experience and delivering the level of 
safety, privacy and security required to satisfy organizational needs. 

Dean Hager, CEO of Jamf CEO.

“

”

To get the most that mobility has to offer the workplace, 
it’s time to think about how mobility is being enabled.  
It’s time to consider the greater context of the device 
and the worker in tandem — where they are, what they 
are doing, and what’s happening around them — when 
thinking about mobility management.  

What policymakers perceive as a complex feat is, in 
reality, quite simple when seen through the lens of 
contextual technology. 

Even better — this isn’t reserved only for world-class 
enterprises. A contextual approach is intuitive enough 
for any workforce to enjoy all the safety, security, and 
productivity gains that mobility has to offer. The future  
of mobility is for everyone.

The key to managing mobile usage is readily available, 
but rarely considered. Context — the essential factors 
that determine whether mobile-usage is appropriate 
or risky in each situation — can and should play a role 
in setting workplace mobile policies. Context gives 
employers the ability to enforce flexible policies that 
allow employees to do their jobs successfully without 
introducing risk into the environment. 

Unfortunately, many employers have accepted over the 
years that the best way to regulate mobile device use is 
by imposing tight restrictions on their employees and 
limiting mobile usage to controllable environments. This 
reliance on rigid use policies can cause mobility efforts 
to miss their mark. But it’s how those policy decisions are 
being made in the first place that can influence the long-
term success of the program. 

Policy is rarely decided by a single leader. More often, policy 
is decided by groups of functions within an organization. 
These stakeholders are tasked with differing priorities 
and objectives, and they’re hoping mobile technology 
can help achieve them. But to manage potential risk, the 
organization develops usage policy that’s a reflection of 
those competing priorities. Implementing more controls 
to solve for every contingency in one fell swoop.

Mobility management doesn’t have to be viewed as an 
‘all-or-nothing’ issue. It’s possible to manage the use  
of a device in any given situation, while still maintaining 
the flexibility to adapt permissions in real time  
to the needs of the worker based on  
what’s going on around them.
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Are Businesses Today Ready  
for the Modern Workforce? 
The nature of work is evolving. How employees are enabled to do that work — that’s where 
organizations may be falling short.

What exactly do we mean by ‘mobility’?

Mobility is how companies, of all sizes, make use of 
the latest mobile technologies to perform business 
activities, exchange information, and drive operations 
from anywhere and at any time.  

Most people are familiar with the concept by now. It’s 
what keeps employees in the field connected, helps 
dispatch resources faster, and facilitates the management 
of tasks from remote locations in real-time. From 
salespeople to security guards, field techs to forklift 
operators — mobile technology is proving capable of 
improving the workflows of any worker, anywhere they 
might find themselves. 

Yet, as technology continues to push the boundaries 
beyond what was possible even a few years ago, it begs 
the question: are the underpinnings of business capable 
of supporting the unique complexities of mobility? Or 
are the management tools and policies in place simply 

modifications of the same tools and policies that have 
always worked before? Without consideration for the 
change in how and where devices are being used.

It helps to think about this question from the beginning. 
Workforce mobility has its roots in the idea of taking 
traditional desktop computing and making it “mobile” 
through the introduction of laptops. Once employees were 
able to take their laptops with them and work off premises, 
there was a need for management tools to help control 
access to the company network and data to protect the 
security of a company’s intellectual property (IP). 

Fast forward to the introduction of smartphones to the 
workplace, and usage started blurring between business 
and personal use. The nature of how work was getting 
done started to evolve as well, as both employees and 
their employers embraced the promise of enhanced 
mobility through devices that were always on  
and always connected.
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Unfortunately, how those new mobile capabilities 
were being managed had not gone through the same 
evolution. Along the way, the same mobile device 
management solutions supported by a company’s IT 
function were simply optimized to solve for the security of 
the network and data, but not the productivity, safety and 
security of the worker using mobile devices. 

But it’s no longer just an issue of controlling access to the 
company’s network from a static location. The context 
of what is happening around the employee while their 
mobile device is being used creates new safety and 
productivity challenges for the business.

And, since most businesses can’t afford to bear needless 
risk, the result is the implementation of often restrictive 
measures aimed at giving the company more control  
over device usage in order to drive down perceived risk. 
Mobile device functionality is often limited or locked 
down, and usage policies are crafted for the lowest 
common denominator as the only ways to safeguard  
both the network and the employee.

It’s a unique problem of the modern workforce — the 
decisions and tools companies are putting in place to give 
them more control over a mobile workplace are often the 
same things undermining all the benefits that mobility offers.   
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A Common Pitfall  
of Mobility Management
McKinsey reported in 2021 that a majority of CEOs overestimate how thorough their 
digital capability program really is.3 But it isn’t the CEO who determines the day-to-day 
effectiveness of the mobility program. Rather, company policy ultimately governs what 
mobility is or isn’t capable of delivering.

Who determines policy, then? Often multiple groups within an organization are involved in the formation of mobility 
initiatives and the policy that governs them. They ensure whatever program is put in place will meet the necessary 
business requirements. 

The typical organization involves three primary groups of stakeholders. Each has their own idea of what a good 
mobility program looks like, and what governance is essential. In most cases, these groups are: (1) the IT/mobility 
department, (2) business-process functions, and (3) the end users or employees. Each group has their own unique 
priorities to consider.

IT / Mobility Department — The Facilitators

The IT team wants to define an overall architecture 
that meets their network-integrity requirements. 
They want to ensure business data is secure and 
reduce the risk of any accidental leakages or 
malicious parties, either internal or external. 

They need to ensure that any initiative that involves 
technology is not only feasible, it also can’t bear 
significant risk or require too much time and/
or resources. It’s critical to avoid hindering the 
flexibility and growth potential of the business — 
namely rigid systems and programs which rely on 
specific vendors.

 Overall this group cares about:

• Robust endpoint (device) management security.

• Flexibility to work with other technologies.

Business-Process Functions — The Evaluators

Depending on the organization, this group might be 
operations, sales and marketing, human resources, 
general administration, or a mix. They know the 
impact that mobility initiatives can bring to their 
individual functions. This group also has the most 
sway in determining what needs of the program 
take priority over others. 

Like IT, the business-process functions care about 
checking the necessary boxes such as IP and asset 
security. However, they’re most interested in the 
day-to-day advantages mobility can bring to their 
work process flows. 

Overall this group cares about:

• Enabling efficiency and productivity 
improvements.

• Ease of use.

• Upholding regulatory/safety  
standards and compliance.
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The Compromise Affecting Outcomes
Over time, these priorities have morphed into an underlying 
belief across businesses: that employee-governance and 
mobility must be a give-and-take relationship. If the value of 
one is increased, the other must decrease. 

This is the trap of the stakeholder groups. And a 
compromise is made. If the management approach to 
mobile technology checks the highest-priority boxes, 
namely risk-management, then it’s seen as acceptable 
if some end-user capabilities are denied in the name of 
policy. Because the alternative scenario — where the 
end user has broad, unfettered access from their mobile 
device — would lead to a completely unacceptable level 
of risk for the organization. Or so goes the belief.

But what follows is a widening gap between the desired 
benefits from mobility and the actual outcomes realized 
by the organization. When too much perceived restriction 
is placed on the end users through policy decisions,  

the program won’t measure up to the leadership’s vision. 
No matter the resources available, or how well-intended 
the efforts, the program will fall short if approached the 
wrong way. 

What if instead of thinking about mobility management 
and policy from a fixed-perspective, companies switched 
to one that can play to the dynamic, human element of 
mobility? One that considers not just the capabilities of 
the device in use, but the nuances of the employee who 
will be using that device, where they will be, how they’ll 
be using it and what applications they’ll need to do their 
job effectively in various situations across the workday.

What could mobility management look like if policy was 
defined based on the context of how and where the 
technology was being used rather than settling for an  
all-or-nothing approach?

End Users — The Adopters

Finally, for the workforce to fully-embrace a mobility vision, the needs of the employees should also be 
considered. Employees care whether the proposed solution will make good on its promise to help them do 
their work better, or more quickly, or with less errors, etc.

Mobility is the most personal to this group. Therefore, paying attention to the experience of the end users 
is essential. They want to work smarter — with accurate and timely access to applications to make their 
respective jobs easier. 

Overall this group cares about:

• Ease of use.

• Reliable access from anywhere.

• Privacy.
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Rethinking the Approach — With Context
Mobility management must be as innovative as the mobile tech it’s intended to harness. It’s 
time to embrace a new approach that’s guided by a different way of thinking about mobility.

Context is used throughout the day, informing every 
decision made, large or small, from what to wear to 
where to invest, what to say to how to communicate. It’s 
no different when using a mobile device. After all, what’s 
acceptable to do in one situation — responding to email 
in the break room — may not be acceptable in a very 
different situation — doing the same while operating 
heavy machinery or driving a vehicle. Thinking about 
the world as a series of “zones”, that is, areas defined 
based on the level of risk, allows for the creation of rules 
specific to those environments or situations. Whether 
that’s behind a desk at the office, in a meeting room 
or lab, driving on the road, working at a job site, or 
anywhere on- or off-premises. 

It’s not that novel of a concept, either. Technology 
thought-leaders like Galen Gruman, Executive Editor 
for Global Content at InfoWorld talked about this over a 
decade ago as a far-away idea.4 Perhaps it’s only been a 
matter of time before the ability to manage mobility in 

the workplace would reach the point where context had 
such an impact. Luckily, technology has finally caught 
up. It’s called Contextual Mobility Management (CMM).

What’s happening around  
someone provides context for  

their actions and decisions. 

Policy is dependent on the ability of a management 
solution to enforce it. But simply having technology 
capable of contextual governance over mobile device 
usage is only good for so much by itself. It’s important 
to make sure the needs of the three stakeholder  
groups are being served as well. Doing that ensures  
the mobility program is set up for success. 



10Unlocking the Next Generation of Workplace Mobility

An effective CMM platform possesses the following three qualities to get internal stakeholders on-board: 

1

2

3

Device and Operating System Agnostic
Over a decade later and there’s still nearly an even split between people who use Android 
devices and their Apple counterparts.5 The two operating systems differ vastly from each other, 
making technology capable of navigating both a rare find. 

Supporting the operating systems of both iOS and Android can be a hurdle for any IT department.

Contextually-Aware and Able to Adjust to Changing Conditions
As an employee transitions from one work environment to another, CMM can adapt the device 
to the new context. Solutions like CMM that capitalize on AI and automation can dynamically 
enforce policies on an employee’s device wherever they find themselves at work. 

Based on movement or proximity to high-risk work zones, specific app availability can be tailored 
to any scenarios employees need them for. Functionality can also be added or suppressed, while 
custom scenario-based notifications can be pushed to the employee, and more.

Undefeatable Technology
Undefeatable technology doesn’t mean an impenetrable system. Rather, it means that 
employees can’t delete the solution off their phones or turn it off to sidestep policy. An ideal 
solution turns on automatically and ensures that all devices are 100% compliant with company 
policy at all times. In the chance that an employee finds themselves outside of compliance, 
alerts and safeguards are already in place to handle the situation appropriately.

When employees understand the notion of working in zones, usage policy becomes more widely accepted compared to 
restrictive measures. Educating the workforce and stakeholders on adopting a zone mindset can dramatically increase 
the speed and likelihood of adoption of mobility within the workplace.

CMM is about enablement at the end of the day. A solution that complements the dynamic contexts of mobility, and has 
the ability to fulfill all stakeholder needs, allows everyone to focus on what really needs to get done on the job.
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Contextual Mobility Management at Work
Increased productivity, safer worksites, secured data and assets for the business. 
Everyone wins. 

A great mobility program is a reflection of its company’s culture and how leadership envisions new workflows and processes 
enhanced by mobility. It’s bound to look a little different at every workplace, but they often share the same core benefits.

Traditionally when dealing with intellectual property 
or confidential data, mobile devices represent a risk. 
Either accidentally or intentionally, employees may 
share, record or stream information that isn’t meant 
for others and expose that data for others to steal.  

CMM allows organizations to set up work zones to 
define boundaries of where access to company data 
and network on approved devices is acceptable. 
These zones can be defined as narrowly as an office 
or floor, or as broadly as an entire worksite. 

Securing Endpoints in Industries With Strict Regulation

Enforce Compliance to Safety Standards in High-Risk Work Zones

If someone attempts to remove an approved device from a defined zone, alerts can be sent to the end user 
notifying them to return the device before leaving. If the device is successfully removed from the zone, CMM can 
turn off all functionality on the device as soon as it crosses the zone threshold and keep it in that state until the 
device is returned to the zone. No need to track the location of the device to confirm it’s been lost, or suffer a delay 
in time before notification of IT and implementation of lockdown protocols. CMM works in real-time, automatically.

A worksite bustling with people and large machinery 
moving about is no place to be staring at a phone. For 
their personal safety, employees need to devote  
their full attention to what’s happening around them  
at all times.

With the help of a robust CMM platform, mobile 
usage policies can be configured based on proximity 
or movement of heavy machinery, discerning the 
difference between when a piece of equipment is 
shut down, idling in place, or in full operation. CMM 
can then ensure the employees have access to only 
the necessary apps or functions for the situation, 
according to the policy.



TRUCE Contextual Mobility Management solution readily supports a company’s IT ecosystem and core technologies.  
It resides on an employee’s mobile device and intelligently identifies the zone or environment where he or she is 
located based on contextual indicators. Once the context is identified, apps and functionality on that individual’s device 
are temporarily activated or suppressed to enable optimal engagement, safety, and productivity in that unique setting.

TRUCE provides quick-start configurations to support the most common mobile usage policies. The highly configurable 
management interface allows those policies to be adapted to the most granular level for meticulous scenario-planning. 
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Put simply, certain apps or functions work when they should — and don’t when they shouldn’t. Such a dynamic ability 
takes the guesswork out of ensuring the team is compliant with a company’s policy.

For some work environments, it might be preferred to 
suppress access to all personal apps during work hours. 
But what about non-working hours? CMM applies there, 
too, to help restore a sense of work-life balance. Zones 
can be defined to support mobile usage policies that 
limit access to company applications during off hours. 
This frees up an employee to enjoy more personal 
or family time and saves the company from paying 
for overtime work. CMM works to promote optimal 
productivity both on and off the job.

Productivity and Work–Life Balance
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Contextual Mobility Management: 
Doing More — With the Same Devices
This is the way things should’ve been for the last decade. Now it’s finally possible.

One lesson that, quite literally, everyone on earth 
has learned in the last few years is that anything can 
happen. Events and peoples’ behavior are things  
that can’t always be controlled. But it is possible to 
control how different situations are faced. 

Dozens of industries are at the tipping point of  
being revolutionized by mobile technology. People 
aren’t getting less attached to their devices; and 
technology won’t stop revolutionizing how work  
gets done. 

If your company is already struggling to get digital 
initiatives off the ground, it ’s not going to get easier 
by doing the same thing. Companies need to make 
a fundamental shift in how they approach mobility 
management if they hope to keep up.

The potential and early advantage is colossal for 
companies willing to embrace a new way of looking 
at mobility. Flexibility from Contextual Mobility 
Management helps employees stay focused and safe 
on the job, streamlines their workflows, and helps to 
keep device endpoints more secure. Best of all, most 
employees are on-board with the idea, too.

Mobility management shouldn’t be about making a 
compromise. It should reflect an understanding of what 
it takes to align everyone’s needs by utilizing the same 
flexible technology at our disposal. If you’re ready to 
help your organization realize the wealth of potential 
mobility has to offer, we’re excited to help you get there.

Discover what’s possible for your workforce,  
and book a demo with TRUCE here.

https://trucesoftware.com/request-a-demo/
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